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Figure 14:
Ke3chang CnC
control panel

Figure 15:
Ke3chang
AutoScanner
commands
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Ke3chang CnC control panel

Upon accessing one of the Ke3chang CnC servers,
we found that the attackers have a Web-based
control panel that allows them to interact with
compromised computers, as shown in Figure 14.

The control panel also contains a link to an
‘AutoScanner” feature that includes several
preconfigured commands to gather informa-
tion about a compromised system and
perform network reconnaissance on the
endpoint (see Figure 15).

Information gathering /

lateral movement analysis

Once a compromised system connects to the CnC
server, the Ke3chang attackers follow a predeter-
mined script. They first gather information about
the local computer and the network to which it is
connected. FireEye found the following tools on the
CnC server, which the attackers used to steal logon
credentials and move laterally across the network:
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Figure 16:
Ke3chang
AutoScanner
command panel
output
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After running the standard commands available in
the AutoScanner, the attackers often used the
“net group” command to acquire information
about specific network groups revealed in the
pre-configured commands. This step was done
manually; we found several instances of typing
errors, such as the following:

The attackers then listed information for specific
users, focusing on users and groups suspected of
possessing advanced rights such as domain
administrators and service accounts that have

access to a wide range of systems.

Then they used the “net use” command to map
network drives, including some that required a
password, as follows:

In some cases, they appeared to try and move
laterally by copying a file (always initially called
“msn.tmp”) to other machines on the network.
They frequently changed the destination directo-
ry and filename of the target file, presumably to
make finding the malware more difficult for
incident responders upon initial discovery.

The attackers then deleted the network shares:
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Figure 17:

PE resource
containing Chinese
text present in
BS2005 sample
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After that, attackers gathered specific data of
interest (such as the listings of all files in certain
directories), and compressed it all within the RAR
archive as follows:

They then checked the RAR archive, uploaded it to
the CnC server, and deleted the archive from the
compromised system:

During our window of visibility, FireEye found
evidence that the attackers were able to enumerate
the various target networks, move laterally to
compromise new systems, and finally to gather
information that was compressed and uploaded to
the CnC server. However, FireEye lost visibility on
this Ke3chang CnC server before the attackers

shifted to the major data exfiltration phase.

Attribution Analysis

Determining attribution requires more than just
malware analysis.® It requires an understanding of
the attackers activities across the attack life cycle
(or “kill chain”), along with an assessment of
contextual indicators, such as the targeting, timing,
and scope of the attacks.” Unfortunately, this level
of visibility is not always available, which often leaves
significant gaps in analysis. Therefore, exploring
competing hypotheses is important, as is recogniz-
ing, and acknowledging areas of uncertainty.?

Moreover, “attribution” can have multiple mean-
ings. Some use it to refer to an ultimate beneficiary,
such as a nation-state, while others use the term

to refer to malware authors or CnC operators.”

During our investigation, FireEye focused on
technical clues left by the malware authors and CnC
operators. Within the malware binaries themselves,
linguistic clues point to the malware authors’ use of
the Chinese language, as seenin Figure 17.
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Figure 18:

Test CnC output
generated by the
Ke3chang actor
after infecting
their test
endpoints with
BS2005 malware
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In addition, the Ke3chang CnC control panel
contains a mix of Chinese and English words and
characters. The subset of CnC servers that were
not hosted by dynamic DNS infrastructure was
registered using a registrar in China (XIN NET)
and the WHOIS records indicate that the
registrant is in China. The following email
addresses were used to register those non-dy-
namic CnC domains:

e Xiaoxiao_222@yahoo.com
o tk329@yahoo.com
e zsy@gmail.com

During our period of visibility into the BS2005
“moviestar” campaign against various ministries of
foreign affairs in Europe, FireEye discovered that
the attackers had initially tested the malware in
virtual machines, prior to compromising actual
targets. We retrieved the output of the commands
the attackers had run when testing the malware.
The output indicates that the Ke3chang attackers
are testing their malware in Windows operating
systems, with the default language set to Chinese.
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Based on this circumstantial evidence we believe
that the Ke3chang attackers are operating within
China. But their exact identities and motivation
remain unknown.

Conclusion

Ministries of foreign affairs in Europe have been
targeted and compromised by a threat actor we
call Ke3chang. This attack used the crisis in Syria
as alure to deliver malware to its targets. The
timing of the attack precedes the G20 meeting in
Russia that focused on the crisis in Syria. Further-
more, FireEye has presented evidence indicating
that the Ke3chang attackers have been active
since at least 2010 and have attacked targets
related to G20 meetings in the past.

During our investigation, we were able to observe
the inner workings of one of the CnC servers
used by the attackers. As aresult, we were able to
identify some of the victims of the attack, as well
as gather circumstantial evidence that indicates
that the attackers may be operating from China.
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During our brief window of visibility into one of
the known 22 CnC nodes, FireEye observed the
attackers conducting reconnaissance and moving
laterally throughout the compromised networks.
Relevant authorities were immediately notified
upon this discovery, and FireEye began its
worldwide target notification process. At that
time, FireEye did not observe the attackers
exfiltrating sensitive data; however, we believe
the Ke3chang attackers likely began attempting
to exfiltrate sensitive data shortly thereafter.

Accordingly, diplomatic missions, including
ministries of foreign affairs, continue to be target-
ed by malware-based espionage campaigns.

This report demonstrates that attackers are able to
successfully penetrate government targets using
exploits for vulnerabilities that have already been
patched and despite the fact that these ministries
have defenses in place. This illustrates the limitations
of traditional defenses and highlights the need for
security strategies that not only leverage advanced
technologies designed to defend against targeted
threats, but also the incorporation of threat
intelligence and an incident response capability.

To learn more about FireEye, visit www.FireEye.com.
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